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Virtual machine introspection can be used for
several security relevant objectives such as intru-
sion detection, malware analysis and forensic evi-
dence collection on virtual machines [1]. However,
current implementations such as Volatility [3] are
mostly static, i.e., unable to trace the execution of
virtual machines at run-time. Such tracing includes
for example, the monitoring of system calls or the
dynamic insertion of arbitrary breakpoints.

The objective of this work is to implement a li-
brary that allows tracing the behavior of virtual
machines (e.g., system calls) and their network traf-
fic. These traces shall be gathered in a central
database so that we can visualize the data for hu-
man operators. Furthermore, we are planning to
apply machine learning techniques on these traces
in order to perform anomaly and malware detec-
tion.

Another use case for this library is to combine
both types of traces so that, for example, a memory
snapshot is triggered when specific network packets
are observed [2].
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